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NHO®OPMALIMOHHASA ITAMSTKA
JJISI OBYYARKOIHIUXCA 1A PASMEIIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJIOM MOJIOACKH B MHTEPHETE CTAHOBUTHCS OOJbINE, a IIKOJLHUKH OJHU U3
CaMbIX aKTHUBHBIX MOJb30BaTeneil PyHera. Mexay TeM, MOMHUMO OTPOMHOIO KOJWYECTBA
BO3MOXKHOCTEH, WHTEpPHET HeceT M MpoOjeMbl. DJTa NaMsATKa JOJDKHA IOMOYb Tebe
0e30MacHO HaXOIUTHCS B CETH.

KoMnbioTepHble BUPYChI

KoMIbroTepHbIil BUPYC - 3TO PA3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPaMM, OTINYUTENbHON
0COOCHHOCTBIO KOTOPOIl SBJSIETCSI CHOCOOHOCTh K pa3MHOXKEHHUI0. B nomonHeHne kK 3Tomy,
BUPYCHl MOTYT TIOBPEAUTh WM TIOJHOCTBIO YHUYTOXKUTh Bce (Qaipl W JaHHBIC,
MOJKOHTPOJIBHBIE TOJb30BATEN0, OT HMMEHHM KOTOpOro Oblla 3alyllieHa 3apakKeHHas
IporpamMma, a Takke MOBPEAUTh WU AK€ YHHUUTOXXHUTh ONEPAMOHHYIO CHCTEMY CO BCEMU
¢aitnamu B 11enoM. B 00JIbIIMHCTBE CilydaeB pacpOCTPAHSAIOTCS BUPYChI U€PE3 UHTEPHET.
MerToabl 3aIUTHI OT BPEAOHOCHBIX IPOTrPAMM:

1. HMcnonp3yli COBpEMEHHBIE OIEPAllMOHHBIE CHCTEMBI, HMMEIOIIHME CEPbE3HBIM YpPOBEHb
3alIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IloctossHHO ycraHaBnuBa mautd (UUGPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHYECKU
YCTaHaBIMBAIOTCA C 1E€JIbI0 J0pPa0OTKM NpOrpaMMbl) M Jpyrue OOHOBJIEHHS CBOEH
onepainmoHHoi cuctembl. CkaunBail UX TOJBKO ¢ oduimasbHOoro caita paspadboruunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTUYECKOr0 OOHOBJIEHUS, BKIIIOUHU €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE MOJ] MPaBaMHM MOJIb30BATENS, & HE aMUHUCTPATOpa. ITO
HE TO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMM HWHCTAUNIMPOBAThCA HA TBOEM
NEPCOHATILHOM KOMITBIOTEPE;

4. Vcrionb3yi aHTUBUPYCHBIE IPOIPAMMHBIE TPOIYKTBI H3BECTHBIX ITPOU3BOINUTEIIEH, C
aBTOMaTHYeCKUM OOHOBJICHUEM 0a3;

5. Orpannub PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Ucnonw3yil BHeIHKWE HOCUTENM WHGOpMAIMM, Takue Kak ¢Jemka, AUCK Wiau daiin u3
WHTEPHETA, TOJIbKO M3 NPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbIBaii KOMIIbIOTEPHBIC (DAIIBI, MOTYyUYEHHBIE U3 HEHAJIEKHBIX UCTOYHUKOB. [laxe
Te (haiisibl, KOTOPBIC MPUCITAN TBOM 3HAKOMBI. JlydIie yTouHH y HEero, OTHPABIISII JIM OH TeOe
ux.

Cerun WI-FI

Wi-Fi - a0 He BUI mepeaaun TaHHBIX, He TEXHOJIOTHSA, a BCEro JIUIIL OpeHa, Mapka. Eiie B
1991 rony Huaepianjackas koMmianus 3apeructpupoBana opena "WECA", yto o6o3Haydano
cinoBocoueranue "Wireless Fidelity", koTopblii mepeBoauTcs Kak "0ecrnpoBoHAs TOYHOCTS".
Jlo Hamero BpemMeHM Jouuia Japyras aOOpeBuaTypa, KOTOpas SBJISIETCS TaKOM ke
TexHoJorue. 1o abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAaMEKOM Ha
CTaHJapT BhICIICH 3ByKOBOW TexHUKHU Hi-Fi, uTo B mepeBoje o3HauaeT "BhICOKAst TOYHOCTD'.
Jla, OecrmaTHBIM WHTEPHET-IOCTYN B Kade, OTENsIX W a’pomopTax SBISICTCS OTIHMYHON
BO3MOXKHOCTBIO BbIXOJa B MHTepHET. HO MHOTHE 3KCHEepThl CUMTAIOT, YTO OOIIEIOCTYITHbIE
Wi-Fi cetn He siBIIstOTCST 0€30aCHBIMH.

CoBeThblI 110 0€30acHOCTH Pa0OThI B 00IIENOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoI0 JHUHYI0 HH(pOpMaIuio yepe3 obmenocrynasie Wi-Fi cetu. Paboras
B HUX, JK€JIaTEIbHO HE BBOJUTH MAPOJIM AOCTYINA, IOTHHBI U KAKME-TO HOMEPA;




2. Ucnonb3yit u OOHOBIAW aHTHUBUPYCHBIE MPOrpaMMbl M OpaHaMayep. Tem caMbIM Tbl
obe3omacuiib ce0st OT 3aKauKK BUPycCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonp3zoBanuu Wi-Fi orkmoun ¢yskiuo "OOmwmit goctyn k daiinaMm u
npuHTepam". J[aHHasE PYHKIUS 3aKpbITa IO YMOJYAHHUIO, OJHAKO HEKOTOPHIE MOJIb30BATEIN
aKTUBHUPYIOT €€ JJi yA00CTBA UCTIOIb30BaHUsl B paboTe Uin yueoe;

4. He ucnonp3yit myommunsii WI-FI niis nepenaun TMUHBIX JaHHBIX, HATPUMEP IS BBIXO/Q
B COLMAJIBHBIEC CETHU WJIN B 3JIEKTPOHHYIO OUTY;

5. Ucnonw3yit Tonbko 3anunieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-anapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkmoun ¢yHkiuio "Iloakmouenue k Wi-Fi aBTomatnuecku'.
He nomyckail aBTOMaTMueckoro MOAKIIOUEHHUs ycTporcTBa K ceram Wi-Fi 6e3 TBoero
coryiacus.

CounajnbHble ceTH

CouualibHbIe CETU aKTUBHO BXOJAT B HAIly KW3Hb, MHOTHE JIIOJAU PabOTAIOT U JKUBYT TaM
NOCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUILTUAP YEIOBEK, YTO SIBISETCS OJHOU
CEIbMOM BCEX KUTEJICH IIAHETHI.

MHorue 1noibp30BaTeal He MOHUMAIOT, YTO WHGOpMAIIs, pa3MEIIeHHAs UMH B COIUATBHBIX
CEeTSAX, MOXKET OBbITh HalJIeHa U KCIIOJIb30BaHA KEM YTOJIHO, B TOM 4HCIe HE 00s3aTeIbHO C
OJIaruMU HAaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAIIbHBIX CETSIX:

1. Orpanuub CIUCOK Apy3eil. Y 1e0s B py3bsiX HE JOHKHO OBITh CIIy4alHBIX U HE3HAKOMBIX
JIIOJICH

2. 3amminai cBOIO YacTHYIO Ku3Hb. He ykas3piBail maponu, TeneoHsl, aapeca, 1aTy TBOETO
POXKACHUS U APYTYIO JIMUHYIO UHPOpMAIUIO. 3JI0YMBIIUICHHUKH MOTYT UCHOJIb30BaTh Jaxke
MH(OpPMAIINIO O TOM, KaK Thl U TBOM POJUTEIH TUIAHUPYETE MPOBECTH KAHUKYJIbL;

3. 3amuinai cBO penyTainuio - Iep>KU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTEN OBl ThI,
4yTOOBI JPYyTHe MOJB30BATEIN BUJIETH, YTO ThI 3arpyxaemib? [logymai, mpexae yem 4To-To
onyOJIMKOBATh, HAMKUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHUILB C JIIOJIbMHU, KOTOPBIX HE 3HACIIIb, HE HCIOJIb3Yil CBOE PEATbHOE UMS U
JIPYTYIO JINYHYIO UH()OPMAITUU: UM, MECTO JKUTEILCTBA, MECTO Y4eObl U TIpOYEe;

5. U36eraii pasmenienus dotorpaduit B aTepHeTe, rae Thl n300paxeH Ha MECTHOCTH, 110
KOTOPOM MOKHO OIIPEIEIIUTh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpanuu B COLUMAIBHON CETH HEOOXOJMMO HCIOIB30BAaTh CIIOKHBIC MapOJIH,
cocTosImre u3 OyKB U PP U ¢ KOTMIESCTBOM 3HAKOB HE MEHee §;

7. Hns conuanbHOW CETH, MOYTHI M JAPYTMX CANTOB HEOOXOIWMO HCIOJIB30BaTh Pa3HbIC
naposu. Torga ecnu TeOsI B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA TMOJy4aT JOCTYI TOJBKO K
OJHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE IEHbI' U

DJIEKTPOHHBIE JIEHBI'M - 3TO OYEHb YJIOOHBIM CHOCOO IUIATEXKEH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JE€HBIU.

DJIEKTPOHHBIE JIEHBIU TMOSBWJINCh COBCEM HEIAaBHO U WMEHHO H3-3a 3TOI0 BO MHOTHX
rocyJlIapcTBax /10 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (hYyHKIIMOHUPYIOT U O HUX Y)K€ TIPOMUCAHO B 3aKOHE, TJe UX Pa3eisioT Ha
HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO TE,
B KOTOPBIX pa3pelraeTcs MPOBOAWTH OIepanuy 0e3 HAeHTU(UKAIUU TOJIH30BATENSI, a B
HEAaHOHUMHBIX UACHTU(HHUKAIIIS TI0JIB30BATEIIS SIBISIETCST 00S3aTEIIBHOM.




Taxxe cnemyeT pasnuuaTh SJIEKTPOHHBIE (UATHBIE ACHBIU (PaBHBI TOCYIAPCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHbBIE HE(PHUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).
OCHOBHBIE COBETHI IO 0€30MacHON pabOTe C IAEKTPOHHBIMU JIEHbraMU:

1. TlpuBsku K cueTy MOOWJIBHBIN TeiaedoH. DTO caMblil yIOOHBIH M OBICTPBIA CIOCOO
BOCCTAHOBUTH JOCTYN K cuery. [IpuBsizaHHBIA TenepoH MOMOXKET, eciau 3a0yJellb CBOU
IJIATEXKHBIN AapOJib WK 3aiJENIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit onHopazoBeie mapoisi. I[locie mepexosa Ha yCHICHHYIO aBTOpHU3AIMIO TeOe
y’Ke He OyZIeT yrpoKaTh OMAaCHOCTh KPaXkH WM MepexBaTa MIaTeXHOTO NapoJis;

3. BoiGepu cinoxusiil maponb. [IpectynHukam OyAeT HE MPOCTO yrajaTh CIOXHBIM Mapoib.
Hanexupie maposu - 3T0 nMapoJi, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIC M MPOMHUCHBIE OYKBBI, TU(GPHI U HECKOJIBKO CHMBOJIOB, TaKW€ KaK 3HAK J10JIjIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanmpuwmep, $tROng!;;

4. He BBOM CBOM JTUUHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.

DJIEKTPOHHAA MOYTA

OJIEKTPOHHAS TOYTa - ATO TEXHOJIOTHS U NPENOCTABISIEMBIE €10 YCIYI'M IO IEPECBUIKE U
MOJyYEHHUIO JIEKTPOHHBIX COOOILIEHUH, KOTOPBIE PaCHpenesstoTCs B KOMIIBIOTEPHOU CETH.
OOBIYHO ~ DJIEKTPOHHBIM  TMOYTOBBIA  SIIUK  BBIVISAAT  CIEAYIOINIMM  00pa3oM:
UMS_TO0Jb30BaTENA(@WUMSL_JOMEHa. Takke KpoMe Iepeiayd IMpOCTOr0 TEKCTa, HMEETCs
BO3MOYKHOCTH MepeiaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 0€301acHON PaboTe € INEKTPOHHON MOYTOM:

1. Hago BbIOpaTh NpaBWIIbHBIA MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOP
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlle TOBEPSATh TEM, KOI'O 3HACIIb U KTO MEPBBIM
B PEUTHHIE;

2. He yka3biBail B IMYHOM NoOYTE JIMUHYIO HH(popManuto. Hampumep, mydine BeIOpaTh
"My3bIKaJIbHBIN _(paHaT@" win "pok2013" BmecTo "temal3";

3. Mcnosnp3yil ABYXATAHYI0 aBTOPU3ALMIO. DTO KOT1a IOMHUMO AP0 HY>KHO BBOIAUTH KO/,
NpUChUIAEMBIN 0 SMS;

4. BpiOepu CIOXHBIA Taposib. [ KaXAaoro MOYTOBOrO SIIIMKA JIOJDKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectb BO3MOXHOCTh HalMCaTb CaMOMY CBOW JIMYHBIM BOIPOC, HCHOJIB3YH 3Ty
BO3MOKHOCTB;

6. HMcnosb3yil HECKOJIBKO TOYTOBBIX AIMMKOB. IlepBblid 111 YacTHOW TMEPENHUCKUA C
azpecataMy, KOTOPBIM Thl JOBEPSEIIb. JTO MIEKTPOHHBIN apec HE HAJI0 UCIIOIb30BaTh MPHU
peructpainuu Ha GopyMax M caiTax;

7. He oTkpbIiBaii (paitibl U Apyrue BIOKEHUS B MUChMax, JIa)Ke €CJIU OHM MPUIILIA OT TBOUX
npy3ei. Jlydie yTouHH y HUX, OTHPABJISIIN JIM OHU TeOe 3TU (pailiibl;

8. [Tocne oxkoHYaHus pabOTHI HA MOYTOBOM CEPBHUCE MEPE] 3aKPhITHEM BKIIAJIKK C CAUTOM HE
3a0yap HaXXaTh Ha "BeiidTu".

KuOepOyaimHr uiaim BUPTyaJbHOE U3/1€BATEJILCTBO

KubepOyumMHr - mpecienoBaHue COOOIIEHUSAMH, COAEPKAIIMMU OCKOPOJIEHHUS, arpecculo,
3alyruBaHKe; XYJIUTaHCTBO; COLMAIbHOE OOWKOTHUPOBAHUE C TOMOIIBIO Pa3TUYHBIX
UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO 0OpbOE ¢ KHOESPOYIIITMHTOM:

1. He Gpocaiics B 60#i. Jlyummii cmioco6: mocoBEeTOBATHLCA KakK ce0sl BECTU U, €CJIM HET TOTO, K
KOMY MOXHO OOpaTUThCsA, TO BHayale YCINOKOUThCS. Ecnu Thl HayHellb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle 0OJIbIIe pa3oXiKellb KOH(PIUKT;

2. Yupasnsii cBoell kubeppernyTauuei;




3. AHOHMMHOCTH B ceTM MHuUMas. CylEecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKAYHTOM,;

4. He cTout BecTH XyJIUTAaHCKUM 00pa3 BUPTyalbHOM kU3HU. UHTEpHET GUKCUPYET BCE TBOU
JEUCTBUS U COXpPAHAET UX. Y IauTh UX OyAeT KpailHe 3aTpyAHUTENIbHO;

5. Cobnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyii enuHuyHblid HeraTuB. OAHOpa30BbIE OCKOPOUTENbHBIE COOOIIECHUS JTy4Yllle
urHopupoBatb. OOBIYHO arpeccust MpeKpaniaeTcss Ha Ha4aJlbHOM CTa/INH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COLMATIBHBIX
CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOIIIEHUN C OTPEICTICHHBIX aJpECOB;

8. Ecmm Th cBuzmerenr kuOepOymnunra. TBoum JOeHCTBUS: BBICTYNIUTHh TMPOTHB
npeciieIoBaTeNs, MoKa3aTh €My, YTO €ro JEUCTBUS OLIEHUBAIOTCS HEraTHMBHO, MOJJIEPXKATh
KEPTBY, KOTOPOW HY)KHA TICHXOJIOTUYECKAass IOMOIIb, COOOIIUTH B3POCIABIM O (haKTe
arpecCUBHOIO MOBEJCHUS B CETH.

MoOmwibHbIN TesaedoH

CoBpeMeHHbIe cMapTQOHBI U TJIAHIIETHI COAEPKAT B ce0€ BIIOJIHE B3POCIIbI (yHKIUOHAN, U
TENepb OHU MOTYT KOHKYPHpPOBAaTh CO CTAalMOHAPHBIMU KOMIbrOTepaMH. OHAKO, CPEACTB
3aIUTHI JJIs1 TOJOOHBIX YCTPOMCTB MOKA OYEHb MaJlo. TecTupoBaHHE U MOUCK YA3BUMOCTEH
B HUX IPOUCXOJIUT HE TaK MHTEHCUBHO, Kak i 1K, To ke camoe kacaercs U MOOMIBHBIX
npusniokeHuil. CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPaKTUUECKH JTOTHAN HACTOJIbHbIE
aHaJIOTH, OJIHAKO pacllMpeHHe (PyHKIHMOHAJIa BJIEYET 3a COOOW OOJIBLIYIO CIIOKHOCTh M
MEHBIIYIO 3alllMIIEHHOCTh. Jlalleko He Bce IPOU3BOJUTENM BBIMTYCKAlOT OOHOBIIEHHS,
3aKpBIBAIOIINE KPUTHUECKHUE YSA3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JiJIsl 0€3001aCHOCTH MOOUIBHOTO TesiedoHa:

1. Huuero He siBieTCS MO-HACTOsAIIEMY OecruiaTHbIM. Byab ocTopokeH, BeAb korja tede
npeajaratoT OeCIuIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KAKHE-TO IJIaTHBIE YCIIYTH;

2. lymaii, mpexae yem oTnpaButb SMS, hoTo minu Buneo. Thl TOUHO 3HACIIB, T/I€ OHH OyIyT
B KOHEYHOM HUTOTE?

3. HeoOxoammo 0OHOBIIATH OTIEPAITMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Ucnionb3yit aHTUBUPYCHBIE TTPOTPAMMBI ISl MOOUITEHBIX TEIe(OHOB;

5. He 3arpyxaii npuioxeHHs: OT HEM3BECTHOIO HCTOYHMKA, BEAb OHM MOTYT COJIEpXkaTb
BPEIOHOCHOE MPOrpaMMHOE 00€CIIeUCHUE;

6. ITocme Toro kak Thl BBIMJEIIL C caiiTa, IJ¢ BBOJAWI JMYHYIO HHMOpPMALMIO, 3alId B
HACTPOWKH Opay3epa u yaanu cookies;

7. Ilepuoguuecku IpoBEPsii, KaKKeE MJIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. [aBaii cBOii HOMEP MOOMIBHOTO Tesie(OHa TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEpSICILIb;

9. Bluetooth momkeH ObITH BBIKJIIOUYEH, KOTJa Thl UM HE MOJIb3yelibcsi. He 3abbiBait mHOT 1A
IPOBEPATH 3TO.

Online urpsbi

CoBpeMeHHbIE  OHJIAWH-UTPBI - 3TO KpacouyHble, 3aXBaThIBAIOLIUME PA3BJICUCHMUS,
00BEIUHSAIONINE COTHU THICAY YEJIOBEK MO BceMy Mupy. Mrpoku uccienyroT JaHHBIM UM
MUp, OOLIAIOTCS JpYyr C JAPYroM, BBINOJHSIOT 3aJaHUsl, CPaKaloTCd C MOHCTPAaMHU U
MOJTy4aloT OMBIT. 3@ YJAOBOJIBCTBHE OHHU IUIATAT: MOKYMAIOT TUCK, OIUIAYUBAIOT a0OHEMEHT
WIN MIPUOOPETAIOT KaKHe-TO OIMIUH.

Bce atu cpeactBa uayT Ha moiepKaHUE U Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEpUICHCTBYIOTCS CHCTEMBbl aBTOPH3AI[MH, BBITYCKAIOTCA HOBBIE maTyu (UU(POBHIE
3aIUTATKH JUJISl IPOrPAMM ), 3aKPBIBAKOTCS YSI3BUMOCTH CEPBEPOB.




B nomo6HpIX UTpax CTOUT OmacaThCsl HE CTOJIBKO CBOMX COTIEPHHUKOB, CKOJIBKO KPakKH TBOETO
napoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMKA OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKAYHTA:

1. Ecniu npyro#t urpok BeneT ce0s MI0X0 WM CO3AaeT TeOe HEeMPUSATHOCTH, 3a0JI0KUPYH €ro
B CIIMCKE UTPOKOB;

2. Iloxanyiics aAMUHUCTPATOPAM WUIPhbl HA IJIOXOE€ MOBEAEHUE 3TOTO UIPOKA, JKEJIATEIIbHO
MIPUJIOKHUTH KaKUe-TO T0KA3aTelIbCTBA B BUAE CKPUHOB;

3. He yka3biBaii tnunyro nHGOpMaIKio B ipodaiiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuITMaIbHBIC TATIYH U MOJIHI;

6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MApOJIH;

7. [axe BO BpemMs WIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYC. Iloka 1Bl Wrpaems, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT UM KPAKa JTHYHBIX JAaHHBIX

OOBIYHOM KpaXkell ICHET U JIOKYMEHTOB CEroJIHsI YK€ HUKOTO HE YAUBHUIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA TEPEMECTIIINCh B HHTEPHET, U MPOJOTIKAIOT
3aHUMAThC ""MIOOUMBIM" 1€TTOM.

Tak mosiBUJIach HOBasi yrpo3a: WHTEPHET-MOLIEHHWYECTBA WJIM (DUIIMHT, TJaBHAs LEb
KOTOPOT'O COCTOWUT B MOJIYYCHUH KOH(UIEHIIMATBHBIX JAHHBIX MOJb30BATEICH - JOTHHOB U
naposnieii. Ha anrnmiickom si3pike phishing uuraercs xak Qummnr (ot fishing - peioHas
JIOBJIs, password - mapoJib).

OCHOBHBIE COBETHI 110 OOPHOE ¢ PUITMHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciu Thl 1MOJI03peBacIib, 4YTO TBOSI aHKETa Oblja B3JIOMaHa,
TO HEOOXOJIMMO 3a0JOKUpPOBATH €€ M COOOIIMTh aJMUHHUCTpaTOpaM pecypca o0 3TOM Kak
MO>KHO CKOpEE;

2. Wcnonp3yii Oe3omacHble BEO-CAlThl, B TOM YHCIIE, UHTEPHET-MAra3uHoOB U MOUCKOBBIX
CUCTEM;

3. Wcnonw3y# clOXKHBIE W pa3Hble Mapoiau. Takum oOpa3oM, eciiu TeOs B3JIOMAIOT, TO
3II0YMBIIUICHHUKU TOJIyYaT JIOCTYIN TOJIBKO K OJHOMY TBOEMY HpPO(HIII0O B CETH, a HE KO
BCEM;

4. Ecnu Tebst B3MOMalid, TO HEOOXOIUMO MPEAYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
n00aBIeHBI y T€OS B JIPY3bSIX, O TOM, YTO TeOS B3JOMaJId W, BO3MOXHO, OT TBOCTO MMEHH
OyZeT pacchbuIaThCs CIaM U CChUIKHA Ha (DUIIMHTOBBIE CANUTHI;

5. YcranoBu Haaexubid napois (PIN) Ha MOOMIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHUe Maposis B Opaysepe;

7. He oTkphiBaii (paitibl U Apyrue BIOKEHUS B MUChMAax, AK€ €CJIU OHU MPUIUIA OT TBOUX
npy3ei. Jlydie yTouHH y HUX, OTIPABJISIIN JIM OHU TeOe 3TU (pailibl.

IHu¢pposasi penyranus

[MudpoBas penyraiuus - 3T0 HETaTUBHAS WU TO3UTUBHASI UHPOpPMALIKS B CETH O Tebe.
Komnpometupytromass uHpopMainus, pa3MelieHHass B HMHTEPHETE, MOXKET CEPhe3HbIM
00pa3oM OTpa3uThCs HAa TBOEH peanbHOM *u3HHU. "L{udposas penyrauus" - 3T0 TBOM UMUK,
KOTOpbIN hopmupyeTcs u3 nHpopmaiuu o Tede B UHTEPHETE.

TBoOE MecCTO KUTEIBCTBA, YueObl, TBOE (PMHAHCOBOE MOJOXKEHHE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIIJIUBAETCS B CETH.

MHorre TOIPOCTKH JIETKOMBICICHHO OTHOCSTCS K MyONHMKAluyd JTUYHOW HWH(POpPMAIUUA B
NuTepHeTe, HE MOHMMAs BO3MOXHBIX IOCIEACTBUUA. Thl Jak€ HE CMOXKEIIb JIOrajaTbCs O




TOM, 4TO (poTorpadusi, pa3MelIeHHas 5 JeT Ha3a, cTajda MPUINHON OTKa3a MPUHSATH TeOsd Ha
pabory.

KommenTtapuu, pasmenienue TBoux (ororpaduii u npyrue AeUCTBUS MOTYT HE MCUE3HYTh
JaXKe TMOCJe TOTO, KaK Thl MX YJaldullib. Thl HE 3HACHIb, KTO COXPAHWI 3Ty MH(POPMAIIHIO,
ronajsa JId OHa B IOMCKOBBIE CUCTEMBI U COXPAaHWJIACh JIM OHA, a TJIABHOE: YTO MOJAYMAIOT O
TeOe OKpyKalolue JIOAU, KOTOpble HAaUAYT U yBUAAT 3T0. HaiiTu uHdpopmMaino MHOTO JieT
CIIYCTSI CMOJKET JI000# - Kak M3 J0OpbIX MOOYXKIEHUW, TaK U ¢ HAMEPEHHEM NPUYUHUTH
Bpe. TO MOXKET ObITh KTO YT'OJIHO.

OCHOBHBIE COBETHI O 3aIIUTE HU(PPOBOY permyTaInu:

1. Tlomymai, mpexae 4eM 4YTO-TO IMyOJIMKOBaTh W TEpenaBaTh y ceOs B Oyjore Wiu B
COIIMAJIbHOM CETH;

2. B nacrtpoiikax mpoduis yCTaHOBH OTpaHUYEHHs] HAa MPOCMOTP TBOEro MpOGMiIs U €ro
COJIEPKUMOT0, C/IeNIall €ro TOJIbKO "I apy3ei”;

3. He pa3memail u He yka3biBail HHGOPMAIKIO, KOTOPas MOXKET KOTO-TMO0 OCKOPOJISITh WIH
00MXaTh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE IIKOJIBHUKHM - aKTUBHBIE IOJIb30BATENN LUPPOBOTO mpocTpaHcTBa. OgHAKO
JAJIEKO HE BCE 3HAIOT, YTO IOJb30BAaHWE MHOTUMH BO3MOXHOCTAMU LU(POBOrOo MHUpa
TpeOyeT coOI0IeHUS PaB HAa UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTENIEKTyajdpHasi COOCTBEHHOCTBb' OTHOCHUTCS K Pa3jIMYHbIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauyuHas C HOBBIX H300peTeHHM U 3HAKOB, 0003HAYarOMIMX
COOCTBEHHOCTh Ha TMPOAYKTBI M YCIYIM, M 3aKaH4YMBas KHUTaMu, (QOTorpapusiMu,
KMHO(DHJIBMAMH M MY3bIKQJIbHBIMU ITPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha WMHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JIUTEPaTyphl U UCKyCcCTBA. ABTOPCKUE MpPaBa BBHICTYNAIOT B KAUE€CTBE FapaHTUU TOTO,
YTO MHTEJUIEKTYalIbHBIA/TBOPUECKUA TPy aBTOpa HE OyJIeT HalpacHbIM, JacT €My
CIpaBeUIMBbIE BO3MOXHOCTH 3apa0oTaThb Ha pe3yJbTaTaX CBOEro Tpyda, MOIYYUTh
U3BECTHOCTh U Npu3HaHue. HukTo 0e3 paspenieHus aBTopa HE MOKET BOCIHPOU3BOAMUTH €r0
IPOU3BENIEHUE, PACTIPOCTPAHSITD, ITyOJIMYHO IEMOHCTPUPOBATH, NPOJIaBaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIUYHO UCTIOIHATD, TOKA3bIBATH/UCIIOIHATH B AUPE WIH pa3MeniaTh B
HNutepnere.

Hcnonp3oBanue "muparckoro" mMporpaMMHOTO OOECIEYeHHS MOXKET MPHUBECTH K MHOTHM
pUCKaM: OT MOTEpH AAHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOWMCTBA, IJE
yCTaHOBJIEHA HeJeraibHas mporpamMMa. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajibHble U OecIIaTHbIE MPOTPaMMBbI, KOTOPhIE MOKHO HAMTH B CETH.

O nopraJe

CereBUUOK.p( - TBOM IJIaBHBIN COBETUYHMK B CETH. 3[I€Ch Thl MOXKEIIb Y3HATh O O€30MacHOCTH
B CETH MOHSITHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3SHUKHOBEHUU KPUTHUYECKOW CHUTYaIlUU
00paTUTHCA 3a COBETOM. A TakKe MPUHATh YYacTHE B KOHKYpPCax U CTaTh CaMbIM LHU(PPOBBIM
IpaKIaHUHOM!




